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 Ring Learning With Errors (Ring-LWE) is one of the basic schemes used 
to develop cryptographic algorithms that are resistant to quantum attacks, 
offering better computational efficiency compared to standard Learning 
With Errors (LWE). Ring-LWE uses the algebraic characteristics of 
polynomial rings to create a robust and fast encryption system. This study 
implements and evaluates the Ring-LWE algorithm in the context of public 
key exchange and encryption. Simulations are performed with various 
security parameters, including modulus size and error rate, to test the 
resistance to brute force attacks and lattice-based attacks. The 
experimental results show that the Ring-LWE algorithm can achieve a 
balance between security and computational efficiency, with shorter 
processing time than conventional LWE while maintaining a high level of 
security even in the face of quantum computers. From this study, it can be 
concluded that Ring-LWE is an excellent choice for application in post-
quantum security systems, especially in encrypted communication and 
digital authentication applications. The next step can be directed at 
optimizing resource utilization and testing against various types of attacks. 
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INTRODUCTION 

Developments in computer technology, especially in quantum computing, pose a threat 
to conventional cryptographic systems such as RSA, Diffie-Hellman, and ECC (Elliptic Curve 
Cryptography).(Saepulrohman & Negara, 2021). Quantum algorithms, for example, allow for 
rapid solutions to integer factorization and discrete logarithm problems that underlie the 
security of traditional cryptography. Thus, there is an urgent need for new approaches that 
can maintain a level of security amidst the rapid advances in quantum computing capabilities. 

One of the main options for post-quantum cryptography is lattice-based cryptography. 
Among the various schemes, Ring Learning With Errors (Ring-LWE) stands out. Ring-LWE 
is an extension of the Learning With Errors (LWE) problem that utilizes a polynomial structure, 
thus providing better efficiency in computation compared to classical LWE.(Sabani et al., 
2024). The security of Ring-LWE depends on the difficulty of solving the lattice problem, 
which has proven to be extremely difficult even for quantum computers. 

Research by Setiawan and Wijayanti (2024) explains that Ring-LWE is developed from 
LWE by replacing the lattice structure using a polynomial ring.ℤ[x]/⟨xⁿ+1⟩. This approach 
reduces memory and computational requirements by up to 50% compared to standard LWE, 
while maintaining quantum-resistant lattice-based security.(Sabani et al., 2024). 
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This study aims to implement and evaluate the Ring-LWE algorithm in the context of 
public key encryption and key exchange. The evaluation is carried out by testing security 
parameters, computational efficiency, and resistance to lattice-based attacks and brute force 
methods. With this analysis, it is expected that Ring-LWE can be an efficient solution to 
security challenges in the era of quantum computing. 

 
METHOD 

The cryptographic system using the Ring – LWE algorithm is carried out with the 
following steps. . 
Parameter Selection 

A cryptographic system uses the Ring-LWE algorithm with the following parameters 
by randomly inputting all existing parameters. 

a. Modulus q 
b. Private Key : s(X) 
c. Random Polynomial : a(X) 
d. Random Error : e(X) 
e. Secret Message: m(X) represented by values based on an alphabetic scheme 

(A=0,B=1,…,Z=25) 
Key Making 

The public key consists of two polynomials: a(X) and b(X), where : 
a. Random Polynomial: a(X) is chosen at random 
b. The polynomial b(X) is calculated using the formula: b(X) = a(X)⋅ s(X) + e(X) mod q 

Where : 
a(X) is a random polynomial, 
s(X) is the private key, 
e(X) is a random error, 
q is the modulus used to limit the result. 

c. After finishing calculating b(X) with the formula above, the public keys a(X) and b(X) are 
obtained. 

Message Encryption 
Once we have the public key, we can encrypt a message m. 

a. The encrypted message or polynomial m(X) is a value represented according to an 
alphabetic scheme (A=0,B=1,…,Z=25) 

b. Encryption Parameters: Randomly choose the numbers for the encryption parameters. 
Random polynomial r(X). Additional errors e1(X) and e2(X) 

c. Calculate the two parts of the Ciphertext c1 and c2 with the formula: c1 = a(X)⋅ r(X) + 
e1(X) mod q. c2 = b(X)⋅ r(X) + e2(X) + m(X) mod q 

d. After calculating the two parts of the Ciphertext, the values for c1 and c2 are produced. 
Chipertext Decryption 

The recipient can use the private key to decrypt the ciphertext (c1,c2) and recover the 
original message m. 

a. Calculate the multiplication with the private key s(X) 
b. Formula : 

m′ = c2 − s(X)⋅ c1 mod q 
Where : 
c2 is the value of the second part of the ciphertext 
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s(X) is the private key 
c1 is the value of the first part of the ciphertext 
q is the modulus 

c. Substitute these values into the formula to produce the value of m′. 
After going through the encryption and decryption process, we return the value of m′ 

based on the value represented by the alphabetic scheme (A=0,B=1,…,Z=25). Thus, the 
decrypted message m′ corresponds to the original message that we encrypted m(X). 

 
RESULTS AND DISCUSSION 

Experiments were conducted to test the Ring-LWE algorithm in message encryption 
and decryption scenarios. Based on the specified parameters, the results obtained show that 
this algorithm can work efficiently and still maintain high security.A student is studying Ring-
LWE based cryptosystems and wants to encrypt a message using the following parameters: 

Modulus q = 13 
Private Key : s(X) = 3 
Random Polynomial : a(X) = 5 
Random Error : e(X) = 2 
Secret Message: m(X) = M which is represented by the value 12 with an alphabetic 
scheme (A=0,B=1,…,Z=25) 

Question : 
1. Determine the public key consisting of the polynomials a(X) and b(X)! 
2. If additional encryption parameters are given: Random polynomial r(X) = 2. Additional 

errors e1(X)=1 and e2(X)=1 
3. Use the private key to decrypt the ciphertext and check whether the original message 

can be recovered. 
Key Making 

At this stage, the system forms public and private keys based on the parameters that 
have been entered: 

Public key creation formula: 
b(X) = ( a(X)⋅ s(X) + e(X) ) mod q 
Value substitution: 
b(X) = ( 5⋅ 3 + 2 ) mod 13 
b(X) = ( 15 + 2 ) mod 13 = 17 mod 13 = 4 
So, the public key generated is: 
a(X) = 5 , b(X) = 4 
The private key remains s(X) = 3. 

Message Encryption 
At the encryption stage, we will encrypt the message "M", which in numerical 

representation is 12 (according to the scheme A=0, B=1, ..., Z=25). Additional parameters for 
encryption: 

Random polynomial r(X) = 1 
Additional error e1(X) = 1 
Additional error e2(X) = 1 
Formula for calculating ciphertext: 
c1 = ( a(X)⋅ r(X) + e1(X) ) mod q 
c2 = ( b(X)⋅ r(X) + e2(X) + m(X) ) mod q 
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Calculating c1 : 
c1 = ( 5⋅ 1 + 1 ) mod 13 
c1 = ( 5 + 1 ) mod 13 = 6 
Calculating c2 : 
c2 = ( 4⋅ 1 + 1 + 12 ) mod 13 
c2 = ( 4 + 1 + 12 ) mod 13 = 17 mod 13 = 4 
So, the resulting ciphertext is: 
( c1 , c2 ) = ( 6 , 4 ) 

Message Decryption 
The recipient can use the private key s(X) = 3 to decrypt the ciphertext (c1 , c2) = (6 , 4) 
Decryption Formula: 
m′ = ( c2 − s(X)⋅ c1 ) mod q 
Value substitution: 
m′ = ( 4 – 3⋅ 6) mod 13 
m′ = ( 4 – 18 ) mod 13 
m′ = −14 mod 13 = 12 
 

 
Figure 1. Message Decryption 

As a result, the decrypted numeric value is 12, which corresponds to the letter "M" in 
the alphabet scheme. After the encryption and decryption process, the original message can 
be recovered. Encrypted message: "M" (numeric: 12). Resulting ciphertext: (6, 4). Decrypted 
message: "M" (numeric: 12). The system successfully encrypts and decrypts the message 
correctly using the Ring-LWE algorithm. 
 

CONCLUSION 
Ring-LWE is an efficient and secure cryptographic algorithm, especially to deal with quantum 
computing threats. The key generation, encryption, and decryption processes run well and 
can be confirmed through experiments. The addition of random errors in the encryption 
process plays an important role in increasing the security of the system, without 
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compromising the accuracy of decryption. Ring-LWE is more efficient in computation 
compared to standard LWE, making it a good choice for future security system 
implementations. Further steps in this research can include parameter optimization to further 
improve efficiency as well as testing against more complex attacks. 
 

REFERENCES 
SABANI, M. E., SAVVAS, I. K., & GARANI, G. (2024). LEARNING WITH ERRORS: A LATTICE-

BASED KEYSTONE OF POST-QUANTUM CRYPTOGRAPHY. SIGNALS, 5(2), 216–243. 
HTTPS://DOI.ORG/10.3390/SIGNALS5020012 

SAEPULROHMAN, A., & NEGARA, P. (2021). IMPLEMENTASI ALGORITMA TANDA 
TANGAN DIGITAL BERBASIS KRIPTOGRAFI KURVA ELIPTIK DIFFIE-HELLMAN. 18(1), 
22–28. HTTPS://ASECURITYSITE.COM/ENCRYPTION/JS08. 

SHOLEH, N. (2024). IMPLEMENTASI ALGORITMA LEARNING WITH ERROR ATAS RING 
DALAM MENGAMANKAN PESAN (DOCTORAL DISSERTATION, UNIVERSITAS ISLAM 
NEGERI MAULANA MALIK IBRAHIM). 

KALKAR, M. A., SAVAS, A., & SAN, I. RING-LWE SIFRELEMESININ HLS ILE 
HIZLANDIRILMASI ACCELERATING RING-LWE ENCRYPTION WITH HLS. 

ARIYUS, D. (2008). PENGANTAR ILMU KRIPTOGRAFI: TEORI ANALISIS & IMPLEMENTASI. 
PENERBIT ANDI. 

DE FRETES, A. V. C., ARITONANG, M. A. S., THAMRIN, M., MASRIL, M. A., JUFRI, J., 
ANDARIA, A. C., ... & MURSALIM, M. (2024). PENGANTAR ILMU KOMPUTER. 
YAYASAN TRI EDUKASI ILMIAH. 

KUSMAYADI, D., & NURHAYATI, I. APA ITU CRYPTOCURRENCY. 
SAZOĞLU, S. (2023). HATALARLA ÖĞRENME TABANLI TORUS TAM HOMOMORFIK 

ŞIFRELEME ŞEMASININ KALAN SAYILAR SISTEMI VARYANTI= RESIDUE NUMBER 
SYSTEM VARIANT OF LEARNING WITH ERRORS BASED TORUS FULLY 
HOMOMORPHIC ENCRYPTION SCHEME (MASTER'S THESIS, SAKARYA 
ÜNIVERSITESI). 

NOVAK, L. (2022). OPIS FINALISTA NIST-OVOG NATJECANJA POST-KVANTNE 
STANDARDIZACIJE KRIPTOGRAFIJE (DOCTORAL DISSERTATION, UNIVERSITY OF 
RIJEKA. FACULTY OF ENGINEERING. DEPARTMENT OF COMPUTER ENGINEERING). 

BALBÁS, D. (2021). THE HARDNESS OF LWE AND RING-LWE: A SURVEY. CRYPTOLOGY 
EPRINT ARCHIVE. 

MASUDA, M., & KAMEYAMA, Y. (2021, AUGUST). FFT PROGRAM GENERATION FOR RING 
LWE-BASED CRYPTOGRAPHY. IN INTERNATIONAL WORKSHOP ON SECURITY (PP. 
151-171). CHAM: SPRINGER INTERNATIONAL PUBLISHING. 

HE, P., BAO, T., XIE, J., & AMIN, M. (2023). FPGA IMPLEMENTATION OF COMPACT 
HARDWARE ACCELERATORS FOR RING-binary-LWE-based post-quantum 
cryptography. ACM Transactions on Reconfigurable Technology and Systems, 16(3), 1-
23. 

 
 

https://asecuritysite.com/encryption/js08

